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ABSTRACT 

Information security in everyday school life is an area with enormous potential for expansion. Schools are gradually 
adopting digitization, but there is a lack of knowledge about information security among both pupils and teachers, who 
have not been trained in appropriate practices. Creative methods such as game-based learning, accelerated learning, and 

authentic learning are being used to specifically promote the crucial topic of information security and awareness among 
pupils. In the present study, the use and development of digital simulations in the field of information security for pupils 
will be examined more closely using concrete examples, providing revealing insights into the process of raising awareness. 
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1. INTRODUCTION 

Digital teaching is on the rise, especially in the current state of emergency caused by Covid-19, and schools 
must adapt ad hoc to the conditions, switch over to distance learning, and find creative solutions. The transfer 

of knowledge knows no limits in terms of its multifaceted implementation. Frontal teaching in schools, project 

work in teams, self-study, digital learning platforms, and playful and experience-oriented learning—these 

modalities all have one goal: the transfer of information. Digitization and the digital learning associated with 

it are making progress. In the academic world, especially in Germany, there is considerable controversy about 

the effects of digitization in schools and the possible negative impact on learning success of young people 

spending significant quantities of time with terminal equipment and the Internet as a regular part of their 

everyday lives. The JIM study of 2018 shows that young people between twelve and nineteen years of age not 

only grow up with a wide range of media but also own a smartphone in 97 per cent of cases (Feierabend, et al., 

2018, p. 587). The underlying information technologies permeate our lives. Pupils, in particular, need to be 

familiarized with this topic, because this target group is growing up with digitization and will shape the future. 

They must be made aware of the dangers lurking on the Internet and given a clear understanding of the basic 
values of information security (IS). These are confidentiality, protection against the unauthorized disclosure 

and transmission of personal information; integrity, ensuring the correctness of information and the correct 

functioning of systems; and availability, the ability to access data, information, services, networks, and 

components at any time. Depending on the purpose of the application, further protection goals are useful or 

legally necessary, such as authenticity as a guarantee that a person or IT component or an application is actually 

who or what it claims to be (BAköV, 2016, p. 13). Moreover, data protection is an important issue. This paper 

defines IS in everyday school life, explains the methods for conveying information security awareness (ISA), 

and provides examples of analogue and digital learning scenarios.  
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2. INFORMATION SECURITY AWARENESS AS AN EVERYDAY PART 

OF SCHOOL LIFE 

The “SecAware4school” research project, funded by the Horst Görtz Foundation (HGS) from September 2018 

to December 2020, aims to raise awareness of IS among approximately 600 pupils, teachers, and parents from 

five pilot schools in Berlin and Brandenburg. The goal is to raise awareness among pupils about the topic of 

IS in everyday school life. This is achieved through awareness training and specially developed analogue and 

digital learning scenarios. These are based on three learning methods: Game-Based Learning (GBL), 

Accelerated Learning (AccL), and Authentic Learning (AuL). In addition to being a varied and motivating 

form of learning, GBL enables pupils to focus on a set goal and direct feedback (Linek & Albert, 2009) (Fang, 

et al., 2013). AccL, on the other hand, requires pupils to go beyond passive perception to actively create 

knowledge (Bandura, 1969) (Mataric, 1994) (Rose & Nicholl, 1998) (Boyd, 2004). The approach aims to 

ensure that learners independently internalize skills over the long term. Among the many learning methods, 
narrative learning has proved to be particularly effective for children and adolescents. The combination of 

methods is applied in the form of experience-oriented learning scenarios using a process of emotionalization 

in the project as well as analogue and digital games that enhance motivation. Starting with information events, 

followed by IS awareness trainings (ISAT) and creative workshops, and ultimately training pupils as IS 

advisors, the learning scenarios were developed, tested, and finalized as key elements of the project. 

The research work within the project is intended to highlight the fact that inculcating ISA relies on 

competent education. Schools lack the conceptual foundations and multipliers to teach pupils how to use media 

and the Internet safely. With the help of analogue GBL scenarios and digital simulations, it is possible to instil 

in young people a conscious awareness of information security. More than half (58%) of 12- to 19-year-olds 

use digital games several times a week at least (Feierabend, et al., 2018). The digital GBL simulations 

developed in the project can be broken down specifically for different age groups and topics. The focus is on 

the particular interests of the target groups and on concrete everyday situations, one of the aims being to 
familiarize them with the conscious and careful handling of personal data when using Internet services and 

social networks. Psychologically based corporate awareness research has shown that awareness-raising 

measures help emotionalize the topic in question while also enabling an exchange of experience (Scholl, et al., 

2016) (Helisch & Pokoyski, 2009) (Haucke & Pokoyski, 2018). The sustainable promotion of awareness thus 

requires the emotional involvement of the target groups in the discussions about IS issues in concrete situations. 

The measures were designed as experience-oriented learning scenarios from the everyday lives of the target 

groups and were developed in analogue and digital form. The awareness raising is carried out in ISAT with the 

help of experience-oriented learning scenarios as well as coaching and mentoring concepts. Some of these have 

been modified or freshly developed from previous projects based on concrete everyday situations, a variety of 

languages, and three different levels of difficulty. A survey linked to the project revealed the following interests 

among pupils: information security in general, social networks, privacy, encryption, fake news, malware, and 
programming.  

For various reasons and at the wish of the schools—who wanted to have as many classes as possible 

participate in the project—classes between Years 6 and 11 were included in the project. The school system in 

Germany comprises the primary and secondary educational sector, i.e. primary schools (grades 1-4) and the 

schools of the secondary levels I and II. In the latter, pupils of different ability levels are either taught together 

at one school (comprehensive school, Years 5–12) or taught separately (Hauptschule, Years 5–9; Realschule, 

Years 5–10; Gymnasium, Years 5–12/13). The particular challenge was to develop and adapt the learning 

scenarios to three different levels of difficulty. The first, and therefore easiest, level of difficulty covers Years 

6 and 7; the second, middle level, Years 8 and 9; and the third and highest level, Years 10 and 11. Dividing the 

difficulty levels is advantageous, because knowledge transfer between pupils who are more or less the same 

age as each other is often perceived as more credible and authentic. The three different levels of requirement 

in the GBL scenarios promote the specific ongoing development of the participants. This is confirmed by 
Bressler & Bodzin (2013).  

The development and testing of various measures tailored to the target groups is based on research into 

current conditions. An online survey in 2018 served as the basis for identifying relevant topics and the learning 

scenarios to be developed. Based on this, not only was the project presented to the pupils at information events 

but their specific needs and questions were also analysed by means of observation and active exchange. The 

insights gained from this analysis have been used to develop four new learning scenarios and to modify existing 
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GBL scenarios. The project relates to learning scenarios that have already emerged from previous projects on 

IS by our research group. This is done by taking into account the concrete everyday situations of the young 

people, their phraseology, and their age. According to their own self-classification, 481 pupils (63%), 84 

teachers (11%), and 204 parents (27%) took part. The topic of fake news was evaluated overall as being of 
high to medium interest. 

This online phenomenon has also become a permanent feature of corporate awareness research, but its 

significance for the economy and the personal working environment is still largely underestimated  

(Matas & Pokoyski, 2018, p. 19). A recent study with qualitative field research on the subject shows that 

disinformation is not a consequence of digital overload, which is why it is not enough merely to check the 

source of information (Take Aware Events, 2018) (Matas & Pokoyski, 2018, p. 21). Rather, the principle of 

misreporting must be understood in the context of the institution and situation, and its own mechanisms for 

dealing with information must be recognized. An awareness-raising measure that takes this into account “goes 

beyond a mere recognition of right and wrong—it rather requires self-reflection and digital attentiveness”. 

(Matas & Pokoyski, 2018, p. 21). It is also noteworthy from the school survey that when the topic of video 

games was rated, there was only a 4% variance between the extremes in the level of interest expressed by 
respondents, ranging from “very” (34%) to “not at all” (30%). Moreover, the answer to this question is  

school-specific: one secondary school shows significant interest in video games (52% of those surveyed), while 

a Berlin grammar school (Gymnasium) tells a rather different story (36%).  

One grammar school in the state of Brandenburg stands out in that 41% of the pupils surveyed showed no 

interest in video games at all. While the topic “Using video games safely” has to date been underexplored as a 

research area, it is also characterized by a very specific phraseology and abbreviations that are only known to 

active video gamers, so that developing a game-based awareness training for everyone (whether they are 

players or not) with a reduction in complexity represents a considerable challenge. This result can be 

substantiated by the JIM study, which found that boys with a low level of formal education showed a greater 

affinity for digital games than boys who attended a high school (Feierabend, et al., 2018). The topics of ISAT 

dealt with in the analogue and digital learning scenarios are oriented towards the interests of the participants 

and towards IS situations in everyday school life. For example, the objective of the analogue learning scenario 
“Behaviour in social networks” is to raise awareness of safe security behaviour. The task within the interactive 

educational game is to explain and guess certain IS terms in social networks.  

The topics selected by the participants were implemented at three levels of difficulty in the  

experience-oriented learning scenarios that were developed. The learning scenarios in ISAT were tested with 

the participating pilot schools. Plans are also in place to train about 10% of the pupils at the participating pilot 

schools as young security consultants within the framework of a mentor/coaching concept. The aim is to enable 

young safety advisors to pass on their knowledge and experience to their classmates in the lower grades. ISAT, 

creative workshops, preparatory training, and an examination in line with the internationally recognized 

computer driving licence (ICDL) in the module “IT security” are milestones in the training of security 

consultants. The tasks of certified young security consultants include participating in the development of GBL 

scenarios at three levels of difficulty and moderating the (learning) scenarios for both pupils and parents.  

3. DIGITAL SIMULATIONS 

Young people use digital media tools to consume information, create videos, or, as the case may be, access and 

manage data (Ito, et al., 2009). The digital learning scenarios are thus precisely tailored to user behaviour and 

constitute additional support for self-study as well as independent and sustainable learning and teaching 
materials. Digital games and game-based scenarios have been associated with the constructivist view of 

learning. This can be attributed to the sandbox environment in which gamers are allowed to construct scenarios 

based on their cognitive and emotional experience (Rooney, 2012) (Kark, 2011) (Boyle, et al., 2011). The 

digitally simulated world has no spatial, material, or temporal limitations. These characteristics make it possible 

to construct arbitrary digital scenarios that depend only on human creativity and imagination. Digital 

simulations or scenarios are less expensive to produce because they can be updated and executed more quickly 

than analogue alternatives. Digital simulations should make learners curious about IS and motivate them to 

find out more about it, while playfully expanding their existing experience and knowledge (Spinner, 2006, pp. 

6-16). Owing to its digital nature, a video game may have features and characteristics that can be used 
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advantageously for learning scenarios (Plarium Team, 2017). The basic elements of a video game are 

gameplay, entertainment, game storage, repeatability, updatability, history, and information transfer via visual 

and audio channels. The goals that are defined can include one main goal as well as many secondary goals. 

The story can be integrated with the gameplay. The game session can be lost or won. Digital simulations—in 
this case, learning scenarios—are comparable to books, videos, audio podcasts, and lectures, because the same 

learning goals are pursued. 

Digital simulations merely have a different presentation format, with different implementation 

requirements and other technological possibilities. Depending on the topic, there may be a variety of options 

for raising awareness in digital learning scenarios: during face-to-face teaching at school with the teachers or 

via tablets or notebooks—here, digital learning scenarios are integrated as part of the lessons, e.g. as a team or 

solo task. At this point, the multiplayer capability of the learning scenario can be used—for example, where 

all the pupils can view the results, statistics, etc., together on the main screen. A learning scenario can be 

analogue and digital at the same time and the two aspects can support each other, as in the learning scenario 

“Password Hacking” from a related project on IS, “Gender-Sensitive Study and Vocational Orientation for the 

Occupation Security Specialist (Security)” (Security, 2020). The previous projects and the related 
developments of the learning scenarios proved to be successful. An evaluation was carried out in the following 

way: at the beginning of the project, questions about passwords, for example, were asked in the information 

events, followed in the survey by “How many characters must a password have in order to be considered 

relatively secure?” The answers showed that a password with eight characters is still considered relatively 

secure, even if experts recommend more complex sequences with different combinations of characters. A clear 

majority of 606 people, 84% of 723 participants in this question, chose this correct answer. Only 20 people 

(3%) chose five characters. This shows that most people seem to be well informed about passwords. However, 

in further exchanges it became clear that less than half of the respondents (according to our estimate) actually 

use a password with eight or more characters. This result alone indicates a need for awareness raising, as there 

seems to be a gap between knowledge and behaviour. This corresponds to the findings of company awareness 

research (Scholl, et al., 2016) (Haucke & Pokoyski, 2018). When asked again in the awareness training, the 

students knew the correct answer. Some pupils reported that they had already changed their password to a more 
secure password. It can therefore be assumed that pupils had memorized the content and implemented the 

suggested measures. The ISAT using a variety of serious games evidently enabled the pupils to gradually 

improve their online behaviour and their conceptual understanding of digital security issues.  

The digital simulations are well suited to solo learning. Since you usually only need your own computer, it 

is possible to organize it flexibly in terms of time and space (Engel, et al., 2018). Learning objectives in digital 

scenarios can be ordered according to complexity and include different cognitive competence levels, such as 

knowing, understanding, applying, analysing, etc. (Wannemacher, et al., 2016). The expenditure involved in 

developing and distributing digital simulations and in making such digital scenarios available is much lower 

than for analogue formats. Regardless of the mode of mediation, digital learning scenarios can be developed 

for specific topics, or existing sandbox games such as Minecraft (Thiel), Creatives, Skyrim (NewStatesman, 

2014) can be used. Virtual Reality games can help to teach material in a creative way. For example, a professor 
from San Diego showed how fine geometry can be taught during the coronavirus lockdown in the game  

Half-Life: Alyx (volex24, 2020). In the development of digital simulations, deficits in the classical knowledge 

transfer of a certain topic need to be identified so that they can be turned to advantage in the process of creating 

a digital simulation. In general, it is always necessary to find out why digital simulations make more sense in 

a specific case than their analogue equivalents. This needs to be considered independently of the outlay of time 

and money. It does not matter what tools are used to implement the learning scenario—what is important is the 

realization of the learning goal. Furthermore, the circumstances must be taken into account and appropriate 

adaptations made. For example, not all schools have satisfactory computer room equipment. In developing the 

digital simulations, it is crucial to check the criteria and requirements in advance. The digital simulations are 

in a constant phase of testing and evaluation until they reach the specified goals and can be played intuitively.  

With the help of digital learning scenarios, it is possible to convey complicated topics in a more 

understandable, emotional, and age-appropriate way. Various built-in reward systems help motivate pupils to 
solve the task in question (Webcampus, 2016). 
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3.1 Data Espionage: Secure Room 

The digital simulation and learning scenario “Data Espionage: Secure Room” is intended to enhance 

recognition of objects with sensitive information, teaching pupils to store them correctly and leave their own 

workplace “safe and clean” (figure 1 and figure 2). This digital learning scenario can be compared to a “point 

and click” type of game. In order to achieve the best possible awareness training, this simulation shows the 

environment as a work office. The workroom or office reflects familiar objects and situations from home and 

reinforces the idea of a future workplace. A workplace was chosen for the reason that the relevant security 

objects and situations could occur there in particular. A completely simulated children’s room would not have 
been appropriate, given the information security objects involved. This increases pupils’ awareness of the need 

to pay more attention to security at their own computer workstations.  

 

 
 

Figure 1. Serious digital game “Secure Room”—game view Figure 2. Digital “Secure Room”—Object Info Box 

Different objects with sensitive content are distributed in a home office. The task is to recognize them and 

to select a suitable action with a mouse click. The clickable objects have so-called info boxes to allow a larger 
view, determine the current status, and select an action. Each object has individual actions, and each action is 

weighted differently. Here is an example: Object (note with password); Initial state (attached to pinboard); 

Select and execute action (throw it in the bin: −2 points, shred it: 2 points, hide it in a drawer: 1 point, do 

nothing: −1 point). 

There is a door symbol shown in the bottom right corner, and the game ends when the participants decide 

to leave the room, at which point all the objects found are listed and the points assigned. Since the objects that 

were not found are not listed at the end of the learning scenario, the game can be repeated several times to 

achieve better results. The levels of difficulty depend on the topicality of the issues covered and the age of the 

target groups. An awareness about how sensitive information can be safely stored is thus instilled using a 

playful approach and realistic content. 

3.2 Image Rights 

Almost all schoolchildren have mobile devices that they carry around with them. Many of these devices also 

have a camera, and with multimedia devices it is not surprising that every event involving friends and 

acquaintances, no matter how minor, is recorded photographically. In the world of sharing it is often forgotten 

that there are rules for recording, processing, and sharing photos and videos. This is where the digital simulation 

“Image Rights” comes in (see https://secaware4school.wildau.biz/de/lernszenarien/bildrechte-digital,  
German-language version): it uses concrete examples to show what is and is not permitted. This ranges from a 

simple case to be decided with a yes/no response to multiple-choice questions, the most difficult level, which 

also includes a basic understanding of the law and legal decisions. The advantage of the digital version as 

compared to an analogue game is its variability. It is easy to add new questions and adapt the content to new 
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legislation. The success of the awareness-raising will be even better if several young people (three to four) take 

the test together and discuss each question until a consensus is reached. 

The aim of the learning scenario is to raise awareness and knowledge of the motifs that may be 

photographed without permission being required or without reading house rules or similar documents. This 
covers knowledge of the right to one’s own image. The participants have to decide which motifs may be 

photographed without permission or which paragraphs in German law are being referred to. In this digital 

simulation, participants are made aware not only of the uses to which pictures can be put but also, at the third 

level of difficulty, of the basics of copyright law. The serious digital game “Image Rights” (not shown) sets 

out to raise awareness that pictures found on the Internet may not simply be used. 

3.3 Storytelling 

Narration means presenting something in narrative form—telling a story, for example. The ability to read and 

write is closely related to narratives. Past events are reconstructed as a narrative and linked to memories. The 

facts reconstructed in the process are reinterpreted, selected, and evaluated through retelling or presentation 

(Busch, 2013, p. 33). Narratives are based on autobiographical memories, experiences, and expectations. 

According to Fingerhut (n.d.), narration is a form of learning that contributes to the expansion of linguistic 

competencies. Thus, children and adolescents develop gender-specific behavioural patterns and anticipate 

future events in their imagination. Therefore, in narrative learning, the participants of the learning stations are 

listeners and at the same time affectively involved, whereby the narrative is stored in a way that is almost iconic 

(Fingerhut, n.d.). It should be noted that active imagination is an important component of narratives. Narration 

is understood as a language-developing and language-supported learning method. The narrated facts are 
modelled as events that can be experienced and thus turned into eventful learning. 

The game principle for the learning scenario “Storytelling” is simple and effective (see figure 3 and  

figure 4): symbols must be built into the story. Extending the story to focus on a specific topic or a technical 

term on the subject of security, data protection, or privacy leads to intensive discussion of the given topic. The 

story can be funny, serious, or elaborate. What is important is the effect that is known as mnemonic, the ability 

to memorize many terms and their meaning with the help of a little story. In order to attain the learning goal, 

it is important for all the given symbols to be included in the story, which should in turn stimulate the 

imagination. This learning scenario is not limited to the topic of information security and can be used in any 

context. As an analogue version with pen and paper it may look like the following picture. 

 

 

Figure 3. “Storytelling” using analogue storyboard Figure 4. Serious digital game “Storytelling” 

The different combinations of images on the dice bring versatility to the game, offering almost infinite 

variations, as the probability of a repeat combination is very low. In this serious game, awareness of the topic 

of information security is raised by linking the existing knowledge and experience available to the participants. 

Storytelling also promotes the repetition of technical terms and an intensification of information security 

knowledge. The aim of the learning scenario is to instil the basic concepts of information security and promote 

familiarity with the topic. 
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The analogue version has the following advantages: no investment in analogue game material and little 

effort required in terms of preparation if the stories are to be set out in writing. Based on these preconditions, 

different variants of the game were developed. Using a simple web application (Vue.js), a theme and a number 

of randomly generated symbols can be defined. The symbols are displayed after the “throw”. A screenshot of 
this can be created and printed out. The preparation time for a course unit is therefore very short, which should 

be very helpful to moderators, game leaders, and teachers (story-telling, 2017). 

The second variant in game development is always connected with the testing of new technologies. In the 

gaming sector, for example, there has been an increase in the use of 3D visualization. The disadvantages to this 

in terms of its general application in schools are the demanding requirements, such as high investment and 

installation costs, often coupled with payment barriers and fee-based licences. The current variant should also 

allow a form of writing that is similar to writing on paper. The Godot developer tool is used for this. Besides 

the random selection of symbols, this variant also offers the possibility of using Drag&Drop symbols to arrange 

text snippets in the same way as with paper, pen, and scissors. Other versions of storytelling can be viewed 

here: https://story-telling.methopedia.eu/ and https://story-telling-3d.methopedia.eu/. 

The advantages are as follows: no preparation of materials is required, and a quick start can be made on the 
task if computer technology is available and only limited paper corrections are possible—using the digital 

application, improvements can be made to the text at any time. On the downside, there is no opportunity for 

pupils to practise their handwriting, which is an important exercise for the brain and enhances motor skills, 

coupled with the fact that as a group exercise only one team member can use the keyboard at a time, while all 

the others are passive spectators. This deficiency can be overcome if each team member writes their own story 

from the pictures that were rolled, after which all the stories can be exchanged as a team and the best story 

constructed together. Alternatively, after the dice have been rolled, a screenshot of the images on the dice can 

be turned into a collaborative writing program, with all the group members able to edit the text together. 

Moreover, there are often data protection regulations in place at schools, and pupils are required to log onto a 

platform. This is exactly what digital simulations are designed to avoid. 

4. SUMMARY AND OUTLOOK 

Digital games are a hot topic at the moment and have the potential to be an important addition to traditional 

knowledge transfer. But they cannot replace the active acquisition of knowledge, which is often referred to as 

“learning by doing”. Thus, for learning to be successful, the digital supplement can be used as a means to get 

started or as a test at the end of a learning phase. While the rapid availability of digital games is an advantage, 

this is offset by inadequate technical equipment in many German schools. The costs in terms of technology, 
energy consumption, and administration should also not be underestimated. Textbook publishers and other 

providers typically want to make a profit, while politicians are looking to save on costs, which often has an 

impact on the educational sector. However, new didactic concepts are necessary for the integrative use of 

digital learning scenarios for IS in school lessons. Therefore, it is extremely important to develop  

experience-oriented learning scenarios supported by governmental research funds and make these available for 

free use as open-source material or an open educational resource (OER). 
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